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We live in a
globalized world

e Speed up movements and
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etc.)
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Research on Software Testing

AUTOMATED TESTING AT THE IMPROVING SOFTWARE TESTING
GUI LEVEL: TESTAR EDUCATION:ENACTEST



Why testing at the GUI level

* Most applications have graphical user
interfaces

 Computers, tablets,
smartphones....

* Even safety critical applications



Why test at the GUI level

* Faults that arise at GUI level are important

* These are what your client finds

* GUI testing has the end user perspective!

Error 1003 occurred at Invoke Node in Startup Splash Screenwi | =
Possible reason(s) %

LabVIEW: The VI is not executable, Most likely the V1 is broken or one of
its subVis cannot be located. Select File> > Open to open the VI and then
venfy that you are able to run it.

: -

Recipe Sheet @

! E Error GUI-184 : There is an error,

QK

wrong!

Something needs your

attention!

3 ~ERTT I

Something went

OK

OK

Instaling Stor) V3 Storage Node

Plesae v 33 Stoq V3 Storage Nade Setup

il S There s & probien with thes Windows lratalier padage
L A DEocran run 35 pavt of e seto A2 nOt e
- -— eapecies, Corfiact por mppoet Dersonmel or package
| wendir

= Are you going to take
@ action?

No Yes

VI Path: C\Program Files (x86)\Texas Instruments\HMC-DAQ GUN
H'J‘C‘DAO GUl 01e‘\Hpr‘\\.h‘HR’\p’OjeCtS“JESD & LVDS GUI SUITE\Main.vi e wa rning dialog
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Scripted Scriptless

Test cases are manually defined prior to Test steps are generated during test
test execution and the steps are execution based on available actions

automated in a script

5. check test 1. detect all the

oracles in new available widgets

Step 1 state in current state

v ‘
Step 2 Z&

+ =
Step 3 4. execute 2. derive all

v the action possible actions
Step 4

\ 3. select >

Step 5 an action



Scripted GUI testing — automated test execution

. Pre-defined sequence of test steps
. Scripts usually manually created (or captured)
- Test oracles:
- Assertions with expected output values
- Each check has to be separately specified

1 StartWeb "http://www.wikipedia.org" ‘

2 check \X/IKIPEDIA|

A lot of manual effort
required for creating

and maintaining the
test scripts

Scripted tests for the
3 click 6ﬁ — nJ importa nt teSt Scena rIOS

4 Type "tiger[ENTER]"




Scripted GUI Testing

Test Sequences

Capture & Replay

Visual testing
Develop Scripts 4

Programmatic

Gherkin

Maintenance



Scripted GUI testing

*Selenium example

E Selenium |DE - Testen Iris
Project: Testen Iris g

Tests ~ = 7

Ologin

Nieuw project (2x kalender)

Nieuw project met nieuwe activiteit

Nieuwe acliviteil en stand acl bij beslaand project
Nieuwe contactpersoon bij bestaande relatie (en primair
Nieuwe medewerker

Nieuwe onkostendeclaratie indienen en goedkeuren
Nieuwe laak aanmaken en afionden

Nieuwe verkoop

Nieuwe verlofaanvraag

Log Reference
54. pause on 300 OK

(5]
(%))

wm
o

pause on 300 OK

wm
-

58. pause on 300 OK

59. click on css=_button:nth-child(2) > span OK

select on xpath=//divi@id="input_container)/divispan/select with value label=Succesvol OK

click on xpath=//divi@id="input_container]/divispan/select OK

- O X
C B A
Bz B> 33 O B O &
hitps:/firis11.yoobi axel/ <
Command Target Value
56 pause 300
57 click xpath=//dv[@id="input_
container /divispan/sel
ect
58 pause 300
59 click £55= butten nth-child(?)
= span
Command click ~|| # || 3
Target css— button:nth child(2) > span - [ R Q
Value
Description
Q
09:27:15
09:27:16
09:27:16
09:27:16
09:27:16
09:27:17
09:27:17

‘Nieuwe taak aanmaken en afronden’ completed successfully
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Scriptless GUI testing — automated GUI exploration

- Online / On-the-fly test generation (no Usually some manual
effort required for

predefined test cases)

Usually based on some level of randomness
- Test oracles:

- "Free”: crashes, unresponsiveness, etc

- Programmable: "if text Error found...”

5. check test 1. detect all the ‘
oracles in new available widgets
state in current state
Scriptless nightly testing

4. execute 2. derive all fo r ro b u Stn eSS a n d

the action possible actions

& 3. setec coverage

n action 11

instructing SUT-specific
details for the scriptless
testing tool




Scriptless GUI testing — TESTAR tool

s TESTAR 2.6.2 (10-Feb-2023) — X

- /“"‘- :© @
BCE @

_[ AboutT General Settings T Filters T Oracles T Time Settings T State Model ]

S UNIVERSITAT
B35 POLITECNICA
¥%/ DE VALENCIA

L":'_—_‘

G

lest” ©ooa

TESTOMAT 5 N2
PROJECT ENACTEST

R vixr @

- Open source tool for scriptless
testing through GUI

- https://testar.org/

- https://github.com/TESTARtoO|
JTESTAR dev/

- Test steps generated during test
execution based on available
actions

12


https://testar.org/
https://github.com/TESTARtool/TESTAR_dev/
https://github.com/TESTARtool/TESTAR_dev/

How does TESTAR work?

5. check test 1. detect all the

oracles in new available widgets
state in current state
4. execute 2. derive all
the action possible actions

& 3. select

an action

13



How does TESTAR work?

1.

Detect all the available widgets in current state

Test”

Technical APIs / Frameworks

Windows

N
N

WebDriver

€

Appium

9

iv4XR

V4XR

14



How does TESTAR work?

1. Detect all the available widgets in current state

Technical APIs / Frameworks
Windows WebDriver Appium iv4XR
V4 XR
‘ \

& VLC media player

N - 0 X 736 8 Q0 2 @ - il | 1 Space Engineers
M@ia Playllack Adiio Vifieo Sullitie Tdlis VBw Hilp ¢ 3 b " & w 0 Overview e @ Block Type: MyObjectBuilder Reactor LargeBlockSmallGenerator,
- 131349618
w3schools.com LARGEST WED DEVELOPER S1TE @ e @ 1
TUTOR'ALS v  REFERENCES v  EXAMRLES v  EXERCISES v (LI} WeeR RS Seone
Renderer 1 » HTML and CSS Current accounts EUR
Lesrn HTHLy HTML Example:
Learn CSS Account with all mutation codes
Learn Booteyap S 2 123:45
Learn W3.C§S g
oo ;"’“‘"‘ The language for building web Account with lots
Learn cons,
Jump to Specif® Time Ctrle T pk ;ﬂﬂ;n pages ¢ = 6.64
> Play o et YTl -t a8
e ltAR!! M. mm REFERENCE This is & parogroph. /s> 6 1899
earn Javasgript oM Total 148:18
Learn JQuery
e » .
o Learn Angulgr)$ i Savings accounts EUR
Tt Learn JSON
P wmmwm M XS X ® = | Learn AJAX o

[‘] Internetsparen

100:00
@ Account with albmutation codes

_~_Hij Is Een Fout In Specificaties
[

- P

Overview Oreers Request Products

B .




How does TESTAR work?

2. Derive all possible actions (but filter undesired actions)

3 PARA BANK

Experience the difference

Welcome to Account Services

Click “About Us”
Click “Transfer”
etc...

Transfer Funds

Amount: sFIvZCIQRI1 ‘
From account # | 12345 [+ v |to account #| 12345 @ >
RA[ JFER
Hal Abo@t | Ser@ices | Products | L t | Forum Site@Map Cont@ct U

1/

Type text in "amount
Type text in “name”
etc...

Filter “Log Out”
Filter “Forum”
etc...

16



How does TESTAR work?

2. Derive all possible actions (but filter undesired actions)

Clickable
- <button> buttons
B v, - <a> hyperlinks
] - <input> type="submit”
Typeable
/:|z e Jt I - <inpUt> type="teXt"
e o . <textarea>
Filtered
- Regex .*[|L]og out.*
T e - Outside web domain




How does TESTAR work?

3. Select Action + 4. Execute selected Action

Integrate Action Selection Mechanism (ASM)

= ~ —

| ) e 0 T 0 = o T Q(s,a*) < R(s,a*) + v -maz.ca,, Q(s',a)

Butoremo | SowoeGeds |
Rmu.r If Ty = 0

R(s,a,s") = { 1

= otherwise

fest* <\

Random Prioritization Q-Learning SARSA State model




How does TESTAR work?

5.

Check test oracles in the new state

% PARA BANK
e

Integrate Test Oracles

Welcome to Account Services

Error!

An internal error has occurred and has been logged

Sources

Network

Application

Security  Lighthouse

Laa i st i st s i st st s st i st i s s isississs
Fecha: 24/02/2020 20:04

CODIGO ERROR: 1

Clase: CN_UsuarioAplicacionService_Impl

M???todo: getRegistro

Excepci???n:

java.lang.NullPointerException
#Htddtdttdtddta A A AR AR AR AR AR A AR AR A R AR AR S

24/02/2020 20:11:19 ERROR es.arista.mvc.control.TramTipocampoAction -
#FHdHH R R R R R R R R R R R

Fecha: 24/02/2020 20:11

CODIGO ERROR: 8

Clase: TramTipocampoAction

M???todo: guardafiltro

Excepci???n:

null

FEEEHEE AR R R R R R R R R R R R R R R R R

est

[RelVerzoek -
RelatieHierarchie i
RelatieHierarchie
RelatieOfPersoon
RelatieOfPersoon
Relatieomvang
Relatieomvang
RelatieSoort

| RelatieSoort
RelatieStatus
RelatieStatus

| RelatieStatusAanleiding

| RelatieStatusAanleiding

19



Oracle = Mechanism to determine
whether we found a failure

In TESTAR: Oracles give verdicts about
each state of the GUI

Per default: general system failures:

* Crashes

* Hangs

e suspicious values on the GUI

e suspicious output on the standard
output

20



Equation Editor Error Report
/

© Problem Occurred

An error has occurred. See error log for more details.
java.lang.NullPointerException

2

CEX

I

OK

I[ << Details ]

[An error has occurred. See error log for more details.
java.lang.NullPointerException

Microsoft Error Reporting log version: 2.0

The action “Get Selected Content from
Word Documents” encountered an error.

Check the action's properties and try running the
~"  workflow again.

[F—CY—

Error Signature:

Exception: EXC_BAD_ACCESS

Date/Time: 2012-04-12 19:26:23 +0000

Application Name: Equation Editor

Application Bundle ID: com.microsoft.EquationEditor
Application Signature: MSMT
Applicati -

= 0. 0.9) "
f s bisd) lution
—2.5, 0.5, ° indow res®
rigin: ( Eeng 1 ,
=t IndexFinder: [3‘[9;]37(-(;&3] rroy [11%%?] gs‘:u_ing B resol
(CIaEER wicrosoft WO oga7:0c3] ECFOr £ 0017 get
35124 L - : rro N
19:35:24.927 ’Qﬁi:‘lim Nord[9937:9¢0%) ¢
5 36
1 19:35:51

1] set
ft Word[9937:9c03] Error [10

7Drarlraﬂtblléction Vl"blicy;\

rigin:
AXMenultem (orig
TTONL) ot
Tlick (BU

m and
encoumered a proble

i has
Equation E:il‘ol‘we are sorry for the
{+}

U/ needs 10 € e

inconvenience:

you were workingd

omething, the nformation
H

|f you were in the rmiddle of
ox might be lost.

 Restart Equation gditor

| More \nfgrfrft]ﬁa}lq[\m‘

Microsoft Error Reporting

Microsoft Word has encountered a problem and

needs to close. We are sorry for the
inconvenience.

If you were in the middle of something, the information you were working
on might be lost. Microsoft Word will attempt to recover your work.

@] Recover my work and restart Microsoft Word

More Information |

Oracles for suspicious values and
outputs

Specify them with a regular expression
*[eE]rror.*|.*[eE]xcepti[o?]n.*




Data persistence: State Model|

A

< QrientDB
y

OrientDB: Graph-oriented
database management system

22



TESTAR plugin architecture

Generic oracles

Specific oracles

Security oracles

Temporal (LTL) oracles

Windows

TESTAR

WebDriver

Random

Artificial Intelligence

Genetic algorithm

Android

B
l'l

iv4AXR
V4XR

Any
technical
API

23



Desktop

https://drive.google.com/file/d/1Ce3zlab66{INYCMKZnV7_-mhb_dgJkCdt/view?usp=sharing

Presentaciénl - Microsoft PowerPoint o B =
w Insertar Disefio ici i6n con diapositivas Revisar Vista [ e
A T 2 s he - A K| B = EE - B\ \OoO - @ v Roa
Ba- | B Restablecer | ) B ALLD S G- 1 Z contorno de forma - | 33, Reemplazar +
Pegar Hueva - - - = - Organizar  Estilos
- 7 diapositiva ~ ESemon . ﬁ &4 SN { } ﬁ' ] gv répidos + = Efectos de formas - l§ Sseleccionar ~
Di iti ) Dibujo & Edicion

vV

s, focn[s] [y

Sangria
Antes del texto: (0,1cm |+ Espegal: | (ninguna) por: |

Espaciado
Antes de: Interineado: |Simple e o E
Despuésde:  |Gpto %

|

| wfhvsduarbbvifdebgxnuxmpnybpyjuekuzpqlidgmohzuiinsvkrc
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http://drive.google.com/file/d/1Ce3zlab66fNYCMKZnV7_-mhb_dgJkCdt/view
https://drive.google.com/file/d/1Ce3zlab66fNYCMKZnV7_-mhb_dgJkCdt/view?usp=sharing

Web application

http://www.youtube.com/watch?v=ELmjUjbN9GA
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http://www.youtube.com/watch?v=ELmjUjbN9GA
http://www.youtube.com/watch?v=ELmjUjbN9GA

Android app

ct/ivdxr-framework: T X | ) TESTARto:

—

https://drive.google.com/file/d/1hJer6myChzSx3e4F1Bv2-NFITRqvRpwN4/view?usp=sharing

* » 0 &

Send CtrlAltDel

SAMSUNG

Galaxy S6

Monday, Dec

x

[debug] [GENERIC] Calling Appiuniriver .getSessions() with args:
] Responding to client with driver,getSession:

Calling Appiunliriver.getSessions() uith ar
] Responding to client

vith driver,getSession

] Calling AppiumDriver .getSessions() with args: []
C] Responding to client with driver.getSessions() result: (]

] Calling Rppi tStatus() with
1 Responding to ¢

1
result: {"build":



http://drive.google.com/file/d/1hJer6myChzSx3e4FlBv2-NFTRqvRpwN4/view
https://drive.google.com/file/d/1hJer6myChzSx3e4FlBv2-NFTRqvRpwN4/view?usp=sharing

eXtended Reality game example

https://drive.google.com/file/d/1EBYjHKe3SbHqrc2UguFlyY{AXkY823hk/view?usp=sharing

W 1 Space Engineers - u] X
-4 (=} >~ 0-G%-Qu- @0 DETMTENTAL MR &
3 Paciage Explores L B T S
8 nl.cutestar Renforcementt eaming. QF unctions
§ nloutestar RenforcementLeaming RewardFunctior
# nl.cutestar Remforcementlesming
B nlowtestar Screenshotisonkde
L outestar SmpleGuStateGraph
ol cu testar StateMode
® nl.outestar StateModel ActonSelection
H il outestar StateModel ActsonSelecthron, Moded
§ nloutestar StateModel Analysis
% nlovtestar StateModel Analysis HrtpServer
§ nLoutestar StateModel Anabysis s
8 i cutestar StateModel Analysis Representation
) nl.outestar StateModel Event
5 nl.outestar StateModel Exception
# nloutestar Stateh
§ nloutestar Statehos tence OrientDE
B nl.outestar StateModel Persistence OnentDB Entity
$ ol.cutestar tatehfo erustence.OnentDB Extr;
§ nloutestar StateModel Persistence OnentDB Hydrat
& nl.cutestar StateModel Pessistence. OrentDE Ut
) nl.owtestar StateModel Sequence
. cu testar Statehodel Settings
nl.outestar StateModel Utd
8 ol outestar tion
v 3 orgfnat.mankey
AbstractProtoctjiva
jj ConfigException eva
Confighgsjava
DefaurProtocctjava - I 2 D-0
7] Main java
1, Protocolfdtor java *
U4 RuntimeControlsProtocoljave
i} SequenceViewer java
1 Settingsjava
5} SettingsDialog java
! SettingsPanel java
] nector jrva %
VindowsCommandlineSutC onnector ja v with adj [€0.0,0.0,0.05, ©.0,0.0,0.0), .0,0.0,1.8>, <2.0,0.9,-1.0>, <0.9,0.8,2.8>, 6.0,0.9,-2.8>, 8, 0.0,0.0,-3.05, ©.8,1.0,0.0 0.0,
I vindowProcesshlameSutConnector java d path to 3.75,45.0
1} WindowsWindow TitleSutCannectcr java d path to
# orgfrut.monkey.dulog
/ action.pnoe ed path to
# orgtestacndu d path to
R org testar protocols sodified path to
v I coptastoeprotoce wodified pa
1} LabRecrutsProtocoljmva ol
§j SEProtocoljava
§ org.testar settings
8 org testar.vuakeat v v
< y Slka

oeg frut.monkey Main jave - testar/src
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Research performed with master students




Scriptless testing at Cl Pipeline

Web execution

Execution results

Server with TESTAR

Application to test

J/ APACHE

TESTAR Web APl - >
e

CLI TESTAR calls

Test”

Run Tests
Executions

Tests Results:

logs, sequence file,
screenshots, html, ...

Posidonia

®

[ty
Deploying TESTAR to Enable Remote
Testing in an Industrial CI Pipeline:
A Case-Based Evaluation

Fernando Pastor Ric6s!(®), Pekka Aho?®), Tanja Vos'»2(®),
Ismael Torres Boigues'23(®)  Ernesto Calds Blasco'?3,
and Héctor Martfnez Martinez®

! Universitat Politecnica de Valencia, 46002 Valencia, Spain
ferpasriQinf.upv.es
2 Open Universiteit, Heerlen, The Netherlands
{pekka.aho,tanja.vos}@ou.nl
3 Prodevelop, Valencia, Spain
{itorres, info}@prodevelop.es

Abstract. Companies are facing constant pressure towards shorter
release cycles while still maintaining a high level of quality. Agile devel-
opment, continuous integration and testing are commonly used qual-
ity assurance techniques applied in industry. Increasing the level of test
automation is a key ingredient to address the short release cycles. Testing
at the graphical user interface (GUI) level is challenging to automate,
and therefore many c« ies still do this lly. To help find solu-
tions for better GUI test automation, academics are researching script-
less GUI testing to complement the script-based approach. In order to
better match industrial problems with academic results, more academia-
industry collaborations for case-based evaluations are needed. This paper
describes such an initiative to improve, transfer and integrate an aca-
demic scriptless GUI testing tool TESTAR into the CI pipeline of a
Spanish company Prodevelop. The paper describes the steps taken, the
outcome, the challenges, and some lessons learned for successful industry-
academia collaboration.

Keywords: Automated testing - GUI level - TESTAR - CI -
Technology transfer

1 Introduction

The development of cost-effective and high-quality software systems is getting
more and more challenging for SMEs. Modern systems are distributed and
become larger and more complex, as they connect multitude of components
that interact in many different ways and have constantly changing and different
types of requirements. Adequately testing these systems cannot be faced alone
with traditional testing approaches.

© Springer Nature Switzerland AG 2020
T. Margaria and B. Steffen (Eds.): ISoLA 2020, LNCS 12476, pp. 543-557, 2020.
https://doi.org/10.1007 /978-3-030-61362-4_31

ISOLA 2020
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Scriptless testing at
Cap Gemini/ProRail

* Web Application: Java (JEE6) with 12,263
LOC

e System to manage the assignment of
train platforms

* Existing testing strategy: manual testing
with 100 test cases.

» After a change in the system, the 100
test cases are running again as
regression testing.

Scriptless Testing at the GUI Level
in an Industrial Setting

Hatim Chahim', Mehmet Duran?, Tanja E. J. Vo8>, Pckka Aho®,
and Nelly Condori Fernandez®

! ProRail, Utrecht, The Netherlands
2 Capgemini, Utrecht, The Netherlands
Open Universiteit, Heerlen, The Netherlands
4 Universidad Politecnica de Valencia, Valencia, Spain
tvos@dsic.upv.es
5 University of A Coruiia/Vrije Universiteit, Amsterdam, The Netherlands

3

Abstract. TESTAR is a tra based and scriptless tool for test automation
at the Graphical User Interface (GUI) level. It is different from existing test
need to be defined sting. Instead, the tests
are generated during the execution, on-the-fly. This paper presents an empirical
case study in a realistic industrial context where we compare TESTAR to a manual
test approach of a web-based application in the rail sector. Both qualitative and
quantitative research methods are used to investigate learnability, effectiveness,
efficiency, and satisfaction. The results show that TESTAR was able to detect more
faults and higher functional test coverage than the used manual test approach. As
far as efficiency is concerned, the time of both test is iden-
tical, but TESTAR can realize test execution without the use of human resources.
Finally, TESTAR turns out to be a learnable test approach. As a result of the study
described in this paper, TESTAR technology was successfully transferred and the
company will use both test approaches in a complementary way in the future.

Keywords: GUI test automation tools - TESTAR - Compare test approaches -
Industrial case study - Technology transfer - Railway sector

1 Introduction

Testing software at the Graphical User Interface (GUI) level is an important part of
realistic testing [1]. The GUI represents a central juncture to the Software Under Test
(SUT) from where all the ctionality is accessed. Ct testing at the GUI
level means operating the application as a whole, i.c., the system’s components are tested
in conjunction. However, automated testing at the GUI level is difficult because GUIs are
designed to be operated by humans. Morcover, they are inherently non-static interfac
subject to constant change caused by functionality updates, usability enhancements,
changing requirements or altered contexts. This makes it very hard to develop and m:

tain antamatad tact corinte And taday mnct sammnaniac ofill racart tn Hma_ranen

Preparation 44 hours 43 hours
Testing (51 hours) 6 hours
Post testing 5 hours 2 hours
Critical failures 4 0
Functional coverage 80% 73%

30



Evaluation of TESTAR’s effectiveness

* Surrogative measure: coverage

mndependent variable§

Test Settings
Oracles

State Abstraction
Number of Test runs
Number of Sequences
Number of Actions
Time Values

Factor
Action Selection

Coverage experiment

p

SUTs

Spaghetti

SwingSet2

Rachota

~

( Dependent variables

/ é Instruction Coverage \
N Branch Coverage
},,/‘ Average Sequence Time
Timestamps

Accumulated Instruction Coverage

\

\_ “Accumulated Branch Coverage.

Evaluating TESTAR’s effectiveness through code
coverage

Aaron van der Brugge', Fernando Pastor Ric6s?, Pekka Aho!, Beatriz Marin?,
and Tanja E.J. Vos!'?

! Open Universiteit, The Netherlands
2 Universitat Politécnica de Valéncia, Spain

Abstract. Testing is of paramount importance in assuring the quality of
software products. Nevertheless, it is not easy to judge which techniques
or tools are the most effective. A commonly used surrogate metric to
evaluate the effectiveness of testing tools is code coverage, which has
been widely used for unit and integration testing. However, for GUI
testing approaches, this metric has not been sufficiently investigated. To
fill this gap, we run experiments with the TESTAR tool, a scriptless
testing tool that automatically generates test cases at the Graphical
User Interface (GUI) level. In the experiment, we analyze and compare
the obtained code coverage when using four different action selection
mechanisms (ASMs) in TESTAR that are used to test three SUTs.

Keywords: Effectiveness - Code Coverage - Experiment - GUI Testing.

1 Introduction

Nowadays there are a lot of methods with different activities, roles and artifacts
to develop software. In all of them, the testing phase is of paramount importance
for quality assurance. The best way to evaluate the quality of testing would be to
use the percentage of failures that were found executing the tests cases. However,
it is not possible to know in advance how many bugs exist in the software, ane
if we don’t find any, this doesn’t mean that they don’t exist. Consequently, in
order to analyse the effectiveness of testing, surrogate measures [8] are used. A
commonly used surrogate measure is code coverage [2]. Code coverage has been
widely used for measuring the quality of unit and integration testing, however
for system testing approaches that test at the GUI level, this metric have been
less investigated.

‘We want to fill this gap by evaluating the coverage of a GUI testing tool in an
experiment. We select the TESTAR tool [25] since it is an open-source tool that
allows to automatically generate the test cases from the GUI To do that, TESTAR
implements a scriptless approach, meaning that the test cases do not have to be
defined prior to test execution. Instead, each test step is generated during the
test execution, based on (1) the actions that are available in that specific time
and state of the GUI, and (2) the action selection mechanism (ASM). Selecting
and executing the most suitable actions can both improve the likelihood and

JISBD 2021
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State model inference

- State Model Inference Through the GUI
Using Run-Time Test Generation

Ad Mulders?, Olivia Rodriguez Valdes!, Fernando Pastor Ricés?,
Pekka Aho'(®) | Beatriz Marin?, and Tanja E. J. Vos'2

I * Layout:[Cola___v] Show abstract layer Legend: [ atsuactsae [ Fisst sequence Node  Nr of abstract states: 3 ! Open Universiteit, Heerlen, The Netherlands
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Abstract. Software testing is an important part of engineering trust-
worthy information systems. End-to-end testing through Graphical User
Interface (GUI) can be done manually, but it is a very time consuming
and costly process. There are tools to capture or manually define scripts
for automating regression testing through a GUI, but the main challenge
is the high maintenance cost of the scripts when the GUI changes. In
addition, GUIs tend to have a large state space, so creating scripts to
cover all the possible paths and defining test oracles to check all the ele-
ments of all the states would be an enormous effort. This paper presents
an approach to automatically explore a GUI while inferring state mod-
els that are used for action selection in run-time GUI test generation,
implemented as an extension to the open source TESTAR tool. As an /
initial validation, we experiment on the impact of using various state \ /
abstraction mechanisms on the model inference and the performance of —_—

the implemented action selection algorithm based on the inferred model.

Later, we analyse the challenges and provide future research directions

on model inference and scriptless GUI testing.

N p——

Concretelayer

RCIS 2022

Keywords: Model inference - Automated GUI testing - TESTAR tool

1 Introduction

The world around us is strongly connected through software and information
systems. Graphical User Interface (GUI) represents the main connection point
between software components and the end users, and can be found in most
modern applications. Testing through GUI is an important way to prevent end
users from experiencing the effects of software bugs. Although GUI testing can
be done manually, it is a very time consuming and costly process [14]. There
are various tools to capture or manually define scripts for regression testing of
GUIs, but the main challenge is the high maintenance cost of the scripts when
the GUI changes [25]. In addition, GUIs tend to have a large state space, so
creating scripts to cover all the possible paths and defining test oracles to check
all the elements of all the states would be an enormous effort.

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
R. Guizzardi et al. (Eds.): RCIS 2022, LNBIP 446, pp. 546-563, 2022.
https://doi.org/10.1007/978-3-031-05760-1_32
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Scriptless GUI testing on Android Apps

736 4 QO £ @ -

Overview

N |

e @

@00 1

Irensfer Request Scanner

Current accounts

Account with all mutation codes

81
Account with lots

2
CCC & -/ -&

73
Total

Savings accounts

B Internetsparen

@ Account with albmutation codes

Hij Is Een Fout In Specificaties

ik 2

Overview Orders Request Products

123:45

6.64

18.09

148:18

EUR

100:00

0.38
®
— ]
Service

Information screen SUT

Update

v & Root

¥ E‘ android.widget.FrameLayout 2
v E android.widget.LinearLayout
v (& android.widget.FrameLayout
v E‘ android.widget.LinearLayout
v (& and roid.widget.FrameLayout

v E android.view.ViewGroup
android.widget.FrameLayout
v ﬁ‘ android.widget.RelativeLayout
\ ¢ ﬁ android.widget.FrameLayout
v (& android.view.ViewGroup
> ﬁ android.widget.LinearLayout
» (& android.view.ViewGroup
v ﬁ android.widget.FrameLayout
v ﬁ android.view.ViewGroup
» (& android.widget.FrameLayout
> ﬁ android.widget.FrameLayout
» (& android.widget.FrameLayout
> ﬁ android.widget.FrameLayout
> ﬁ android.widget.FrameLayout

Class: android.widget.Button
Text content:  OK
Access ID:
XPath: /hierarchy/android.widget.FrameLayout/android.widget.LinearLayo|
Package:
D: id/buttonl
Clickable: true
Index: 1
Bounds: Rect [x:661.0 y:1610.0 w:242.0 h:133.0]
Checkable: false
Checked: false
Enabled: true
Focusable: true
Focussed: false
Long clickable: false
Scrollable: false
Selected: false

Current Activity: .moneytransfer.Scheduled TransactionActivity

1P J s

g
&
s
e
g
g
4
g
S
2

2nd International Conference on Software Quality, Reliability and Security (QRS) | 978-1-6654-7704-822/531.00 ©2022

2022 IEEE 22nd International Conference on Software Quality, Reliability and Security (QRS)

Scriptless GUI Testing on Mobile Applications

Thorn Jansen!, Fernando Pastor Ricés?, Yaping Luo!, Kevin van der Vlist!,
Robbert van Dalen!, Pekka Aho®, and Tanja E. J. Vos®*
'ING, The Netherlands

2Universitat Politécnica de Valéncia, Spain
30pen Universiteit, The Netherlands

Abstract—Traditionally, end-to-end testing of mobile apps
is either performed manually or automated with fest scripts.
However, manual GUI testing is expensive and slow, and test
scripts are fragile for GUI changes, resulting in high maintenance
costs. Scriptless testing attempts to address the costs associated
with GUI testing Existing scriptless approaches for mobile testing
do not seem to fit the requi of the industry, specifically
those of the ING. This study presents an extension to open source
TESTAR tool to support scriptless GUI testing of Android and
i0S applications. We present an initial validation of the tool on an
industrial setting at the ING. From the validation, we determine
that the extended TESTAR outperforms two other state-of-the-
art scriptless testing tools for Android in terms of code coverage,
and achieves similar performance as the scripted test automation
already in use at the ING. Moreover, we sce that the scriptless
approach covers parts of the application under test that the
existing test scripts did not cover, showing the complementarity
of the approaches, providing more value for the testers.

Keywords—Mobile apps; test automation; industrial case study

1. INTRODUCTION

Software development is a trillion dollar industry suffering
from the high costs associated with software failures. Software
testing is an important technique to assure quality and reduce
the cost of failures. The rapidly-growing mobile application
market[1] has created an urgent demand for testing techniques
to assure the quality of Android and iOS applications.

Testing at the Graphical User Interface (GUI) level is a
crucial part of the overall testing process. Manual GUI testing
is slow and expensive [2]. Therefore, tests are often automated
with scripts that can be automatically executed. Scripts reduce
the need for manual GUI testing, but when the AUT changes,
the scripts require maintenance effort [3]. In addition, GUIs
tend to have a large state space, so creating scripts to cover all
the possible paths of the AUT is usually an infeasible effort.

Scriptless testing [4] is an approach that could potentially
reduce the amount of scripted test cases and the related
maintenance effort. It is a process in which the tests are
both generated and executed automatically on-the-fly, saving
resources and time. There are, however, still a few challenges
that have to be addressed to effectively apply the approach in
an industrial setting.

The first challenge is the oracle problem [S], [6]. Oracles
are components that distinguish whether the AUT has quality
issues (failures) or meets the requirements specified [3]. The
literature on oracles for automated testing is limited and almost
non-existent for scriptless testing [6]. However, test oracles

significantly contribute to test effectiveness and reduction
costs [7].

The second challenge is that with real applications, the us
has to provide application or domain specific information
the tool to get a good coverage during automated GUI expl
ration. The flexibility to add domain-specific AUT informati
to the scriptless testing tool is an important aspect for industr
take-up.

The third challenge is related to the availability and mai
tenance of the tools themselves. The majority of the availat
scriptless GUI testing tools for Android are academic toc
that are neither well maintained and established. nor prope:
verified on industrial-grade software applications. The sitt
tion is even worse for iOS applications. Industry take up
academic tools is more likely for tools that have open sour
licenses, are actively maintained, and come with case studi
showing that the tool can be used in an industrial setting.

The state-of-the-art study of scriptless approaches for mo-
bile application testing (see Section II) did not provide a suit-
able candidate for the context of the ING (i.e., effective cre-
ation of oracles, flexible addition of AUT-specific information,
open source and maintained, demonstrated application in an
industrial setting). No active open source projects for scriptless
mobile GUI testing that would suit the requirements were
found. Hence, the next option was extending an active open
source scriptless GUI testing tool that supported desktop and
Web applications but not yet mobile applications. TESTAR
tool[4] was chosen since it matched the other requirements
and had already been studied in industrial contexts and shown
to be a valuable addition to the testing process [8]. [9]. [10].
and some of the authors were already familiar with it.

The contributions of this paper include: 1) implementing
support for testing Android and iOS applications into open
source TESTAR tool, 2) evaluating performance of the ex-
tended TESTAR on an Android application of the ING and
comparing the results with two other scriptless testing tools
and existing scripted test automation of the ING.

The results of this paper show that our approach outper-
forms the other evaluated scriptless Android testing tools, and
reached a comparable level of code coverage with the existing
test scripts of ING. However, the combined code coverage
of TESTAR and test scripts was significantly higher than
with either approach alone, indicating that scriptless testing
complements test scripts.

2693-9177/22/831.00 ©2022 IEEE 1103
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Using GUI change detection for Delta testing

Using GUI Change Detection for Delta
Testing

Fernando Pastor Ricos!®)(®, Rick Neeft?, Beatriz Marin'®,
Tanja E. J. Vos"2(®, and Pekka Aho?()

1 Universitat Politécnica de Valéncia, Valéncia, Spain
fpastor@pros.upv.es
2 Open Universiteit, Heerlen, The Netherlands

Abstract. Current software development processes in the industry are
designed to respond to rapid modification or changes in software features.
Delta testing is a technique used to check that the identified changes
are deliberate and neither compromise existing functionality nor result in
introducing new defects. This paper proposes a technique for delta test-
ing at the Graphical User Interface (GUI) level. We employ scriptless test-
ing and state-model inference to automatically detect and visualize GUI
changes between different versions of the same application. Our proposed
offline change detection algorithm compares two existing GUI state mod-
els to detect changes. We present a proof of concept experiment with the
open-source application Notepad++, which allows automatic inference and
highlights GUI changes. The results show that our technique is a valuable
amplification of scriptless testing tools for delta testing.

Keywords: Delta testing - Scriptless testing - State-model inference -
GUI change detection

I Introduction RCIS 2023

Agile methods [1,17] have evolved into an efficient software development process
that emphasizes collaboration between Development and Operations (DevOps)
teams and leverages Continuous Integration (CI) tools to automate the build
and test stages [6]. This shift towards rapid-release deployment leads to many
software versions and needs a comprehensive delta testing approach to maintain
the high quality of the software product.

Software updates and new versions often involve multiple changes to enhance
features or fix issues. Delta testing checks that the changes are intentional and
do not compromise existing functionality or result in introducing new defects.
In this paper, we concentrate on delta testing at the software’s Graphical User
Interface (GUI), the primary end-users entry point to interact with applications.

Existing tools perform change detection at the code level [15], compare GUI
changes to repair test scripts [4], or are restricted to comparing data differences
between individual documents [11]. However, none of these tools intend to high-
light how GUI transitions evolve. Therefore, we aim to develop a novel tool that

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023
S. Nurcan et al. (Eds.): RCIS 2023, LNBIP 476, pp. 500517, 2023.
https://doi.org/10.1007/978-3-031-33080-3_32
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Scriptless testing is better to be used to fully test the SUT.

They detect different types of failures -> they are complementary techniques

Testing is the most commonly used technique for quality assurance
in industry (2], but also one of the most resource-consuming phases
in the software development process [3]. In an attempt to reduce
resources, lots of research has been done to improve test automation.
Most of these studies have been mapped and categorized in various
literature reviews of testing tools [4-10]. In recent years, an increasing
amount of research has focused on the automation of system test-
ing through the Graphical User Interface (GUI), as can be observed
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TESTAR execution modes:

Spy, Generate, Replay,
View Reports, View Models

" TESTAR 2.6.2 (10-Feb-2023)

i’

2B

\pg

About | General Settings | Filters | Oracles | Time Settings | Misc | State Model

SUT connector:

| COMMAND_LINE

| setectsut | [

Jjava -jar suts\Calculator jar

[ Visualize actions on g

Number of Sequences: 8 %
Sequence actions: 10 @

Protocol: | 01_deskiop_calculator )

Edit Protocol |

V] Aways compile protocol

Application name

Application version

TESTAR test iterations:
How many iterations
How many actions each iteration

TESTAR
settings
customization

TESTAR SUT connector:
Connect with the desired application
you want to test

TESTAR protocol:
Use default implementations
or customize yourself
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*Backspace.*|.*CE.*|.*View.*

contains Backspace OR contains CE OR contains View

42



Exercise (hands-on 15):

Add filter to exclude the action derivation of the “Close button” (X on
top right)
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Exercise (hands-on 16):

Try yourself to filter actions with the clickfilter
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Exercise (hands on 18):

1. Add oracles using a regular expression to detect errors containing:
Error OR Exception

2. Run Testar on the calculator to check whether your new oracles
detect the bugs.
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Exercise (hands on 20):

1. Add oracles using a regular expression to detect errors from the

process output:
Error OR Exception

2. Run Testar on the calculator to check whether your new oracles
detect the bugs.
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Congrats! You made it to the web section!

Exercise (hands on 29-30):

1. Try out the SPY mode to see what actions are detected

2. Run GENERATE mode to see how it works.
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Exercise (hands-on 31):

Edit the protocol to enable login.
1.1 Find the beginSequence method

1.2 Click and type pre-defined actions for the username and the
password and click on the submit button

waitLeftClickAndTypelntoWidgetWithMatchingTag(
Tags.Title, // Tag Name
"username”, // Tag Value to find
"testar”, // Text to type
State, // State to search
system, // System to interact
5, // maxNumberOfRetries
1.0),; // waitBetweenRetries

“Log In", // Tag Value to find

waitAndLeftClickWidgetWithMatchingTag(
WdTags.WebValue, // Tag Name

Or... even better,
you can
uncomment the
code in the

protocol
48




Compound Actions

« A compound action triggers the execution of multiple click and
type actions.

CompoundAction.Builder multiAction = new CompoundAction.Builder();
multiAction.add(ac.clickTypelnto( nameWidget, "Triggered Name", true), 1.0);
multiAction.add(ac.leftClickAt(anotherWidget), 1.0);

multiAction.build();




Triggered Actions

« We can trigger actions every time certain criteria is met

Update Profile

First Name: | John
Last Name: | Smith
Address: | Custom Street
City: }fp_t_:_stom City
State: CA
Zip Code: | 90210
Phone #: | 310-447-4121
UPDATE PROFILE




1.

Exercise (hands-on 32):

Edit the method deriveActions in the protocol to detect the Update
Profile page and trigger a compound action to fill in the form.

Run GENERATE mode until you see that Testar clicks on Update
Profile and your triggered compound action is executed.

You can copy/paste
the snippet of code

from the hands-on
exercise ;)
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Advanced TESTAR oracles

So far, TESTAR can detect if the SUT:;

* Closes unexpectedly by a crash
« Stops responding due to a freeze
« Messages containing Exception or other keywords related to a failure
- Widgets
« Windows apps: output buffer of process
« Web apps: browser console

52



Exercise (hands-on 31):

1. Edit the protocol to enable advanced oracles.
1.1 Find the getVerdict method
1.2 Uncomment the custom verdicts
1.3 Save and compile de protocol
1.4 Run GENERATE and check in the HTMLreports if TESTAR
detects some WARNING sequences
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Data persistence: State Model

-« QOrientDB
4
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1.

Exercise (hands-on 45):

Change to Desktop Generic protocol

Protocol:

desktop_generic

(V] Always g

App

App

01_desktop_calculator
02_webdriver_parabank
android_generic
deskiop_genetric
desktop_generic_action_selector
desktop_swingset2
desktop_widget_recognition
wehdriver_generic

_ wehdriver_gwt

webdriver_generic_action_selector

. a
Configure the state mode Eyveren
| <« orientdb-3034 > databases | v o databa / \
Nombre v Fecha de modificacion  Tipo Temaiio
demodb Carpeta de archiv
OSystem rpeta de archiv
L e de anch? [ About | General Settings | Fiers | Oracles | Time Settings | State Model |
State model enabled ]
= Open X
DatwStore OrientDB Store Widgets 4]
LookIn: |(& orientdp-3.0.34 v| | @ o & 1= || 8
(@ orentab 3.0 ) (@)@ O |TIR) S ;
bin & www
(& config DataStoreServer
(&5 databases _
DataStoreDirectory
ﬁllb
& o0 DataStoreDB test Advanced
(& plugins
DataStoreUser, test: Action selection | Unvisited actions first |
Folderuametl Ciorientdb-3.0.34\databases I
D sword | s
Files of Type: | All Files B /
D tant |
Open Cancel /

Run GENERATE with 1 sequence of 10 actions

Click on analysis on the State Model tab to check the generated

model
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Abstraction of the State Model

7] Untitled - Notepad — O b & State = {
+ Menu
 Zom g ==
o i
+ Menu
+ Menu Item
+ Menu Item
+ Menu

- B

State = {

+ Menu

+ Menu

+ Menu
+ Menu Item
+ Menu Item

+ Menu

+ Menu

| Untitled - Notepad

i ,

Figure 21: State Model Widget Control Type Abstraction



3 Untitled - Notepad
File | Edit § Format | Help |

Status Bar

1] Untitled - Notepad

ol }

i,

Abstraction of the State Model

State = {
+ Menu * File
+ Menu * Edit
+ Menu * Format
+ Menu * View
+ Menu Item * Zoom
+ Menu Item * Status Bar
+ Menu * Help

State = {

+ Menu * File

+ Menu * Edit

+ Menu * Format
+ Menu Item * Word Wrap
+ Menu item * Font

+ Menu * View

+ Menu * Help

Figure 22: State Model Widget Control Type and Title Abstraction
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New ideas for reseach

Type of SUT: From desktop, web to mobile, XR
Obtaining and defining the state:
* |mage based state detection
* State abstraction and the consequences
Action selection: From random to intelligent Al-based agents
* Reinforcement Learning
* Evolutionary algorithms
* Learning a model, exploring new actions
Experiments:
* How do we know what we tested? Metrics?
* How do we know we tested well?
Oracles
* Through model-learning, calculating the difference
Apply to more real industrial systems
Dockerization and distributed testing
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Examples of Possible Graduation Projects

Using Al and image recognition to detect available actions and GUI state
Challenge:

- Various operating systems and platforms have different APIs to access GUl components (e.g.
Windows Ul Automation APl and Selenium Web Driver)

Possible solution:

- Create a platform independent solution by using image recognition on the screenshots of GUI
and use Al to train the widget detection, TESTAR can automatically label widget pics

- Using feature recognition and OCR (optical character recognition) to recognize widgets, for
example OpenCV library

- Detecting widget locations by changing focus with “Tabulator” key

- Using ML algorithms for image recognition
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Examples of Possible Graduation Projects \‘

Finding better metrics to evaluate GUI testing

« Challenge:
— How to evaluate if GUI testing was done well?

« Possible solutions:
— GUI mutation testing (generate bugs and see if your tests find them)
— Test systems with known bugs (old versions)

— Surrogate metrics, like code coverage, unique logs, GUI coverage, ...
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Examples of Possible Graduation Projects \‘

Evaluating automated change detection in DevOps environment

Challenge:

- How to automatically detect changes between versions of software in CI?

Possible solutions:

-~ There is a proof-of-concept implementation for automatically comparing the models of
2 consequent SUT versions to detect and report changes between versions

-~ The approach for change detection should be evaluated during software development,
and compared with traditional regression testing
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Examples of Possible Graduation Projects I‘

Improved test reporting

« Challenge:

— How to show visually what TESTAR tested and a summary of the test results in a dynamic
dashboard?

« Possible solutions:

—  Collecting all the results into a database (allowing the use of multiple TESTAR instances
and many SUTs)

— Generating web-based test reports that are easy to use and visualize what the user
wants to see (configurable)

— Finding the shortest path to reproduce a failure found by TESTAR to help debugging
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Examples of Possible Graduation Projects

Listening mode for TESTAR — learning from manual/scripted testing

Challenge:

— TESTAR often requires system specific instructions to reach all parts of the GUI

- Companies want to test happy paths, or specific use cases/flows

Possible solution:

—  Record manual or scripted test cases into a GUI state model (in graph database)
Show the GUI coverage of manual/scripted tests

Generate new test cases to cover the missing parts
Other benefits:
— Automated maintenance of GUI testing scripts

When the GUI changes, automatically extract a new GUI state model and repair the
changed parts of the scripts -
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Examples of Possible Graduation Projects

Al, ML, or swarm intelligence in action selection

Challenge:
-~ How to constantly improve GUI testing?

— Hybrid action selection strategies and metrics to automatically change from one algorithm
to another

Possible solutions:

— Use artificial intelligence, machine learning or swarm intelligence (or something else), so
that TESTAR learns to optimize its testing

— Combine different strategies and learn when to use a specific and when to change to
another

— Combine into change detection by models or code coverage vs. code commits

—  N-switch metric could be used after all states have explored
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Examples of Possible Graduation Projects I‘

State and action abstraction for state model inference

Challenge:

-~ TESTAR is able to automatically infer state models based on user defined set of widget properties
and the rest of the properties are ignored .How to improve the state abstraction and select (with
Al or ML) a suitable abstraction for a specific SUT automatically?

Possible solutions:
-~ Using image recognition and similarity metrics on the screenshots

- Using code coverage measurement to for state abstraction (if different code is executed, the
state should be different)

- Using available actions, or ignoring specific widgets, etc
- Dynamically changing level of abstraction

- Learning suitable level of abstraction, based on user input on screenshots of “same state”
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Examples of Possible Graduation Projects |

GUI analysis for better input generation
« Challenge:
— Some input fields require specific kind of input (for example a date or a number)
« Possible solutions:
— Use behavior analysis during TESTAR execution to deduct the rules for a specific input

— Analyze the GUI to deduct what kind of input is expected, for example the neighbouring
widgets of an input widget, or hints of expected input shown for the user

— Use of existing "faker” libraries for suitable data generation
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8 Open Universiteit

Empowering Students with Modern
Skills and Connections Through Open
Source GUI Testing with TESTAR

bmarin@dsic.upv.es orv@ou.nl

Contact the TESTAR team:

https://testar.org/ ¥
est. .

https://testar.org/tad2023/
https://github.com/TESTARtool/TESTAR_dev
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