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We live in a 
globalized world

• Speed up movements and 
Exchange (goods, technology, 
etc.)

• Increases interactions between 
different regions
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Collaboration 
and knowledge 
sharing is crucial

Team
Tools
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Research on Software Testing
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AUTOMATED TESTING AT THE 
GUI LEVEL: TESTAR

IMPROVING SOFTWARE TESTING 
EDUCATION:ENACTEST



Why testing at the GUI level

• Most applications have graphical user 
interfaces

• Computers, tablets, 
smartphones….

• Even safety critical applications
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Why test at the GUI level

• Faults that arise at GUI level are important

• These are what your client finds 

• GUI testing has the end user perspective!
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Scripted
Test cases are manually defined prior to 

test execution and the steps are 
automated in a script

Scriptless
Test steps are generated during test 
execution based on available actions

Step 1

Step 2

Step 3

Step 4

Step 5
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Scripted GUI testing – automated test execution

• Pre-defined sequence of test steps
• Scripts usually manually created (or captured)
• Test oracles: 

• Assertions with expected output values
• Each check has to be separately specified
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A lot of manual effort 
required for creating 
and maintaining the 

test scripts

Scripted tests for the 
important test scenarios



Scripted GUI Testing
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Maintenance

Execute

Develop Scripts

Oracles

Test Sequences

Capture & Replay

Visual testing

Programmatic

Gherkin



Scripted GUI testing

• Selenium example 
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Scriptless GUI testing – automated GUI exploration

• Online / On-the-fly test generation (no 
predefined test cases)
• Usually based on some level of randomness
• Test oracles:

• ”Free”: crashes, unresponsiveness, etc
• Programmable: ”if text Error found...”
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Usually some manual 
effort required for 

instructing SUT-specific 
details for the scriptless 

testing tool

Scriptless nightly testing 
for robustness and 

coverage



▪ Open source tool for scriptless 
testing through GUI

▪ https://testar.org/

▪ https://github.com/TESTARtool
/TESTAR_dev/ 

▪ Test steps generated during test 
execution based on available 
actions

Scriptless GUI testing – TESTAR tool

12

https://testar.org/
https://github.com/TESTARtool/TESTAR_dev/
https://github.com/TESTARtool/TESTAR_dev/


How does TESTAR work?
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How does TESTAR work?
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1. Detect all the available widgets in current state

Technical APIs / Frameworks

WebDriverWindows iv4XRAppium



How does TESTAR work?
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1. Detect all the available widgets in current state

Technical APIs / Frameworks
WebDriverWindows iv4XRAppium



How does TESTAR work?
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2.    Derive all possible actions (but filter undesired actions)

- Click “About Us” 
- Click “Transfer”
- etc…
- Type text in “amount”
- Type text in “name”
- etc…
- Filter “Log Out”
- Filter “Forum”
- etc…



How does TESTAR work?
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2.    Derive all possible actions (but filter undesired actions)

Clickable
- <button> buttons
- <a> hyperlinks
- <input> type=”submit”

Typeable
- <input> type=”text”
- <textarea>

Filtered
- Regex .*[lL]og out.*
- Outside web domain



How does TESTAR work?
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3.    Select Action  +  4.   Execute selected Action

Integrate Action Selection Mechanism (ASM)
Random Q-Learning

Prioritize New Actions

State Model

Random Prioritization Q-Learning SARSA State model



How does TESTAR work?
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5.    Check test oracles in the new state

Integrate Test Oracles



• Oracle = Mechanism to determine 
whether we found a failure

• In TESTAR: Oracles give verdicts about 
each state of the GUI

• Per default: general system failures:
• Crashes
• Hangs
• suspicious values on the GUI
• suspicious output on the standard 

output
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• Oracles for suspicious values and 
outputs

• Specify them with a regular expression
.*[eE]rror.*|.*[eE]xcepti[o?]n.*



Data persistence: State Model
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OrientDB: Graph-oriented 
database management system



TESTAR plugin architecture
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Genetic algorithm

TESTAR

Plugins for SUT
- Get SUT state and 

derive actions
- Execute actions

Windows Android Any 
technical 

API

Plugins for 
action 
selection 
algorithm

Plugins 
for test 
oracles

Random

Artificial Intelligence

Generic oracles

Specific oracles

Security oracles

WebDriver

Temporal (LTL) oracles

iv4XR



Desktop
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https://drive.google.com/file/d/1Ce3zlab66fNYCMKZnV7_-mhb_dgJkCdt/view?usp=sharing 

http://drive.google.com/file/d/1Ce3zlab66fNYCMKZnV7_-mhb_dgJkCdt/view
https://drive.google.com/file/d/1Ce3zlab66fNYCMKZnV7_-mhb_dgJkCdt/view?usp=sharing
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http://www.youtube.com/watch?v=ELmjUjbN9GA

Web application

http://www.youtube.com/watch?v=ELmjUjbN9GA
http://www.youtube.com/watch?v=ELmjUjbN9GA
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https://drive.google.com/file/d/1hJer6myChzSx3e4FlBv2-NFTRqvRpwN4/view?usp=sharing 

Android app

http://drive.google.com/file/d/1hJer6myChzSx3e4FlBv2-NFTRqvRpwN4/view
https://drive.google.com/file/d/1hJer6myChzSx3e4FlBv2-NFTRqvRpwN4/view?usp=sharing


eXtended Reality game example
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https://drive.google.com/file/d/1EBYjHKe3SbHqrc2UguFIyYfAXkY823hk/view?usp=sharing 

http://drive.google.com/file/d/1EBYjHKe3SbHqrc2UguFIyYfAXkY823hk/view
https://drive.google.com/file/d/1EBYjHKe3SbHqrc2UguFIyYfAXkY823hk/view?usp=sharing


Research performed with master students
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Scriptless testing at CI Pipeline
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ISOLA 2020



Scriptless testing at 
Cap Gemini/ProRail

• Web Application: Java (JEE6) with 12,263 
LOC

• System to manage the assignment of 
train platforms

• Existing testing strategy: manual testing 
with 100 test cases.

• After a change in the system, the 100 
test cases are running again as 
regression testing.

TESTAR Manual

Preparation 44 hours 43 hours

Testing (51 hours) 6 hours

Post testing 5 hours 2 hours

Critical failures 4 0

Functional coverage 80% 73%
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RCIS 2020



Evaluation of TESTAR’s effectiveness
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JISBD 2021

• Surrogative measure: coverage



State model inference
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RCIS 2022



Scriptless GUI testing on Android Apps
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QRS 2022



Using GUI change detection for Delta testing
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RCIS 2023



Adoption of Scriptless and Scripted testing at Yoobi

Unique bugs found in the first 22 days:  Selenium = 4 Testar = 9 Manual = 32

Scripted testing is better to be used for important scenarios.
 Scriptless testing is better to be used to fully test the SUT.
They detect different types of failures -> they are complementary techniques
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Empirical Bug Taxonomy

• Database with 12100 historical bugs at DigiOffice

• Analysis of 2500 bugs
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HandsON

https://testar.org/rcis2023/
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HandsON
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HandsON

User: handson181
Password: norway2109

181     281182     282183     283
….

199     299Wait for your assigned user!

40
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.*Backspace.*|.*CE.*|.*View.*

contains Backspace OR contains CE OR contains View
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Exercise (hands-on 15): 

Add filter to exclude the action derivation of the “Close button” (X on 
top right)
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Exercise (hands-on 16): 

Try yourself to filter actions with the clickfilter
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Exercise (hands on 18): 

1. Add oracles using a regular expression to detect errors containing:
Error OR Exception

2. Run Testar on the calculator to check whether your new oracles 
detect the bugs. 
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Exercise (hands on 20): 

1. Add oracles using a regular expression to detect errors from the 
process output:

Error OR Exception

2. Run Testar on the calculator to check whether your new oracles 
detect the bugs. 
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Exercise (hands on 29-30): 

1. Try out the SPY mode to see what actions are detected

2. Run GENERATE mode to see how it works.

Congrats! You made it to the web section!
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Exercise (hands-on 31): 

1. Edit the protocol to enable login.
1.1 Find the beginSequence method
1.2 Click and type pre-defined actions for the username and the 
password and click on the submit button  

waitLeftClickAndTypeIntoWidgetWithMatchingTag(
Tags.Title, // Tag Name
"username", // Tag Value to find
"testar", // Text to type
state, // State to search
system, // System to interact
5, // maxNumberOfRetries 
1.0); // waitBetweenRetries  

waitAndLeftClickWidgetWithMatchingTag(
WdTags.WebValue, // Tag Name
“Log In", // Tag Value to find

);

You can copy/paste 

the snippet of code 

from the hands-on 

exercise ;)

Or… even better, 
you can 
uncomment the 
code in the 
protocol
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Compound Actions

• A compound action triggers the execution of multiple click and 
type actions.

CompoundAction.Builder multiAction = new CompoundAction.Builder();

multiAction.add(ac.clickTypeInto( nameWidget, "Triggered Name", true), 1.0);

multiAction.add(ac.leftClickAt(anotherWidget), 1.0); 

multiAction.build();
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Triggered Actions

• We can trigger actions every time certain criteria is met
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Exercise (hands-on 32): 

1. Edit the method deriveActions in the protocol to detect the Update 
Profile page and trigger a compound action to fill in the form.

2. Run GENERATE mode until you see that Testar clicks on Update 
Profile and your triggered compound action is executed.

You can copy/paste 
the snippet of code 
from the hands-on 
exercise ;)

Or… even better, 

you can 

uncomment the 

code in the 

protocol
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Advanced TESTAR oracles
So far, TESTAR can detect if the SUT:

• Closes unexpectedly by a crash
• Stops responding due to a freeze
• Messages containing Exception or other keywords related to a failure

• Widgets
• Windows apps: output buffer of process
• Web apps: browser console
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Exercise (hands-on 31): 

1. Edit the protocol to enable advanced oracles.
1.1 Find the getVerdict method
1.2 Uncomment the custom verdicts
1.3 Save and compile de protocol
1.4 Run GENERATE and check in the HTMLreports if TESTAR 
detects some WARNING sequences  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Data persistence: State Model
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Exercise (hands-on 45): 

1. Change to Desktop Generic protocol

2. Configure the state model

3. Run GENERATE with 1 sequence of 10 actions

4. Click on analysis on the State Model tab to check the generated 
model   55



Abstraction of the State Model
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Abstraction of the State Model

57



New ideas for reseach
• Type of SUT: From desktop, web to mobile, XR

• Obtaining and defining the state:

• Image based state detection

• State abstraction and the consequences

• Action selection: From random to intelligent AI-based agents

• Reinforcement Learning

• Evolutionary algorithms

• Learning a model, exploring new actions

• Experiments: 

• How do we know what we tested? Metrics?

• How do we know we tested well?

• Oracles

• Through model-learning, calculating the difference

• Apply to more real industrial systems

• Dockerization and distributed testing 58



Examples of Possible Graduation Projects
Using AI and image recognition to detect available actions and GUI state
• Challenge:

– Various operating systems and platforms have different APIs to access GUI components (e.g. 
Windows UI Automation API and Selenium Web Driver)

• Possible solution:

– Create a platform independent solution by using image recognition on the screenshots of GUI 
and use AI to train the widget detection, TESTAR can automatically label widget pics

– Using feature recognition and OCR (optical character recognition) to recognize widgets, for 
example OpenCV library

– Detecting widget locations by changing focus with ”Tabulator” key

– Using ML algorithms for image recognition
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Examples of Possible Graduation Projects
Finding better metrics to evaluate GUI testing

• Challenge:

– How to evaluate if GUI testing was done well?

• Possible solutions:

– GUI mutation testing (generate bugs and see if your tests find them)

– Test systems with known bugs (old versions)

– Surrogate metrics, like code coverage, unique logs, GUI coverage, ...
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Examples of Possible Graduation Projects

Evaluating automated change detection in DevOps environment

• Challenge:

– How to automatically detect changes between versions of software in CI?

• Possible solutions:

– There is a proof-of-concept implementation for automatically comparing the models of 
2 consequent SUT versions to detect and report changes between versions

– The approach for change detection should be evaluated during software development, 
and compared with traditional regression testing
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Examples of Possible Graduation Projects
Improved test reporting

• Challenge:

– How to show visually what TESTAR tested and a summary of the test results in a dynamic 
dashboard?

• Possible solutions:

– Collecting all the results into a database (allowing the use of multiple TESTAR instances 
and many SUTs)

– Generating web-based test reports that are easy to use and visualize what the user 
wants to see (configurable)

– Finding the shortest path to reproduce a failure found by TESTAR to help debugging
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Examples of Possible Graduation Projects
Listening mode for TESTAR – learning from manual/scripted testing

• Challenge:

– TESTAR often requires system specific instructions to reach all parts of the GUI

– Companies want to test happy paths, or specific use cases/flows

• Possible solution:

– Record manual or scripted test cases into a GUI state model (in graph database)

• Show the GUI coverage of manual/scripted tests

• Generate new test cases to cover the missing parts

• Other benefits:

– Automated maintenance of GUI testing scripts

• When the GUI changes, automatically extract a new GUI state model and repair the 
changed parts of the scripts 63



Examples of Possible Graduation Projects
AI, ML, or swarm intelligence in action selection

• Challenge:

– How to constantly improve GUI testing?

– Hybrid action selection strategies and metrics to automatically change from one algorithm 
to another

• Possible solutions:

– Use artificial intelligence, machine learning or swarm intelligence (or something else), so 
that TESTAR learns to optimize its testing

– Combine different strategies and learn when to use a specific and when to change to 
another

– Combine into change detection by models or code coverage vs. code commits

– N-switch metric could be used after all states have explored
64



Examples of Possible Graduation Projects
State and action abstraction for state model inference

• Challenge:

– TESTAR is able to automatically infer state models based on user defined set of widget properties 
and the rest of the properties are ignored .How to improve the state abstraction and select (with 
AI or ML) a suitable abstraction for a specific SUT automatically?

• Possible solutions:

– Using image recognition and similarity metrics on the screenshots

– Using code coverage measurement to for state abstraction (if different code is executed, the 
state should be different)

– Using available actions, or ignoring specific widgets, etc

– Dynamically changing level of abstraction

– Learning suitable level of abstraction, based on user input on screenshots of “same state”
65



Examples of Possible Graduation Projects

GUI analysis for better input generation

• Challenge:

– Some input fields require specific kind of input (for example a date or a number)

• Possible solutions:

– Use behavior analysis during TESTAR execution to deduct the rules for a specific input

– Analyze the GUI to deduct what kind of input is expected, for example the neighbouring 
widgets of an input widget, or hints of expected input shown for the user

– Use of existing ”faker” libraries for suitable data generation
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Tutorial 
Post-Question

naire
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Empowering Students with Modern 
Skills and Connections Through Open 
Source GUI Testing with TESTAR
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Contact the TESTAR team:

https://testar.org/ 
https://testar.org/tad2023/
https://github.com/TESTARtool/TESTAR_dev 
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https://github.com/TESTARtool/TESTAR_dev

